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Copyright 2010 Manual  release R1.7.3 English  –  September  10 th, 2010 
All rights reserved for this documentation.  Along with that all photographs and electronic media are the sole property of   HY-
LINE Systems. 
 
TTeecchhnniiccaall   MMooddii ff iiccaatt iioonnss  
The company HY-LINE Systems reserves the right to make changes to the illustrations and information in this documentation 
without previous announcement. This documentation was created with utmost care and is regularly revised. In spite of all 
control measures taken it can not be ruled out that technical inaccuracies and typographical errors might have occurred. All 
errors known to us are eliminated in the next edition. We are always grateful for information regarding errors in this 
documentation. 
 
SSuuppppoorrtt   
Our technical support pages are on our website www.hy-line.de.  New manuals and data sheets are also available there.  FAQ 
pages are also available on our website.  If you have further questions please direct them at systems@hy-line.de 
 
CCaarree  aanndd  MMaaiinntteennaannccee  
Only clean the case with a dry towel, do not use water or any other cleaning agents.  Never use a spray can or bottle on the 
device. 
 
 
SSaaffeettyy  
Never open the router while it’s connected to a power outlet.  Take the power socket out before opening the case.  Danger 
possibility of electric shock. 
 
RReeccyyccll iinngg  WWEEEEEE      
  
 
  
  
SSeerrvviiccee  aaddddrreesssseess,,  ddeell iivveerriieess  aanndd  rreeppllaacceemmeennttss::   
 
 
 
 
 
 
 
 
 
HY-LINE Systems GmbH 
Inselkammerstr. 10 
82008 Unterhaching 
 
Tel +49 (0)89/ 61450381 
Fax +49 (0)89/ 61450385 
 
E-Mail systems@hy-line.de 
Internet: www.hy-line.de 
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Product description  
 
M2M Industrial Router with modem, VPN and Firewall 
 
The M2M-Industrial router is a simple, secure and global communications solution 
that will connect you to your systems and machines where ever you are!  
Connections to your systems and machines are made through the integrated 
firewall, VPN and automated call center.  The compact design, with standard 
European Top Hat Rail connection for easy mounting, as well as the possibility to 
establish all connections (Analog, ISDN, GSM/GPRS, UMTS) in one device, are 
what make this the leading industrial router on the market. 
 
The router has an RS232 port as well as the standard Ethernet connection.  On the 
protocol side the router is capable of SNMP and DHCP.  Configurable alarms can 
be sent via SMS or E-Mail.  The digital inputs and outputs offer additional control 
and alarm possibilities. 
 
Every router has an internal HTML web server with complete configuration 
software.  Access, configuration and maintenance are easy and secure with a 
standard web browser.  Installation of 3rd party software is not necessary or 
recommended. 

 
Order-numbers:  
 
see current pricelist  
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QQuuiicckk  SSttaarrtt ::   
 

 
Access to the router through a web browser: 
http://192.168.101.222/   or   https://192.168.101.222/ 
 
Administration access: 
login : manager    password : changemetoo  (Password can be changed through this account) 
 
Visitors access: 
login : operator     password : changeme       (Password can only be changed through the administrators 

account) 
 

 
Access to the router through SSH-Secure Shell (TCP/ IP): 
Note: After the allocation of the SSH – Passwords, the router must be on for the SSH – Keys to be 
generated.  This process takes about 10 minutes after this the router will be reachable through SSH.
 
login: root   password: changemetoo 
 
Settings SSH (TCP/IP):  Host-Name or IP-Address: Router-IP       Port: 22 

 
 
Access to router over serial: 
 
login: root        password: changemetoo 
Settings for serial connection: 38.400 bps // 8 bits // no parity // 1 Stop bits // no flow control  

 
 
IP-Address changes over SSH or serial console: 
 

1) Login over SSH or serial as described above 
2) Execute the following commands: 

a. ip address xxx.xxx.xxx.xxx netmask xxx.xxx.xxx.xxx device eth0 
b. commit ch 
c. write disk 

 
Installation of the SIM card with a GSM/GPRS/UMTS-R outer:  
Insert the SIM-Card with the Chipside (gold) pointing to the printed side of the router case inside the SIM-
card holder 

 
Download Router Handbook & Firmware: www.hy-line.de/router  
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CCoonnff iigguurraatt iioonn          
  
HHoommee::  
 

 
 

The start page holds a general oversight of the router; Firmware version, System updates, serial number, 
modem type, band type, gsm signal strength, router uptime, PPP-Data Counter (max. 2GB) as well as the 
status of the digital inputs and outputs 

While the router is online it will show the assigned IP address form the service provider  
 
With the reboot button a soft start reboot will occur 
 
In Online mode you will see the status of the internet connection:  
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BBaassee  SSeetttt iinnggss  --    IIddeennttii ff iiccaatt iioonn::  
 

 
 
 
Device Name: Name of the router with a maximum character length of 35 (Special characters allowed) 
 
Location: Location of the router (for informational purposes only) 
 
Manager: E-Mail Address of the system manager (Recipient of the dynamic IP address, once the router is 
connected to the internet) 
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BBaassee  SSeetttt iinnggss  --    NNeettwwoorrkk::   
  

 
 
IP-Address: Network IP address of the router 
Network mask: Subnetmask 
DNS Server: DNS server address (Default is an open DNS server) 
Gateway: Network Gateway Address 
Commit rules: check, in order to activate changes then press SAVE 
 
IP-Addresses  allow a logical addressing of devices in an IP network; i.e. the internet.  Atleast one host 
has a static IP address.  The IP address must be at least a version 4 IP address in which there are 4 
numbers separated by periods with a value between or equal to 0 and 255, which then is capable of 
being separated though one point, i.e. 192.168.0.34 or 127.0.0.1. 

The network mask (aka subnet mask) is a bit mask, where that IP address separates the network from 
the host.  A network mask is just as long as an IP address (in IP version 4 it is 32 bit, in IP version 6 it is 
128 bit).  Every bit of the network mask is related to exactly one bit of the IP address.   

The Domain Name System  (DNS) is the most important of these numbers in relation to the internet.  A 
DNS is a databank, which changes the known address in to an IP address.  In other words it takes the 
domain name and finds the corresponding IP address.  In comparison it would be like a telephone book 
where you would look for a persons name, and the corresponding number would be there.  
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The DNS system exists for simplicities sake, such that people are able to remember words better than a 
bunch of numbers.  For example it would be much easier to remember the domain name 
www.wikimedia.org in comparison to the IP-Address 207.142.131.236.  It is also able to work the 
opposite way, i.e. get a domain name form an IP address (aka reverse lookup).  In comparison to the 
telephone system, one would have a phone number and then find the adjoining name to that number.  
Through this DNS system, the domain name level of addresses can stay fixed while the IP addresses can 
be flexible, changing when needed without interrupting service to the original domain address, as well as 
being capable of load balancing. 

A Gateway  is the basis that allows networking to occur, this networking is based on a different set of 
protocols, in order to connect others.  In addition to this, a gateway uses a protocol translator so that 
different computers can talk to each other, i.e. Linux to Windows.  Within the gateway is everything 
allowed, in relation to the conversion of protocol, as well as the loss of data of that which is not absorbed 
by the addressee.  In comparison, data packs that are with IPX/SPX, but destined for the internet are 
changed in to TCP/IP by the gateway. 

In many operating systems, the IP address of the router, for example those in routing tables, will be used 
as the gateway.  Gateways also don’t work with tunnel protocol, such as a protocol wrapped inside 
another protocol, sent to a specific address then unpacked and sent through its normal protocol (NetBIOS 
over TCP/IP is such an example). 

One takes a protocol and changes in to another, there is no need, such that the output protocol is not 
used like in Tunneling. 
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BBaassee  SSeetttt iinnggss  --  DDaattee  &&  TTiimmee::  
 

 
 
 
Date, Time: Date and time of the router 
 
Timezone: Timezone in which the router is (Please be aware that the summer and winter time will be 
automatically switched only in Germany. Settings: Berlin)  
 
Time-Server (IP) Time server, standard: ptbtime1.ptb.de 
 
Manual sync.: for manual adjustment of the time and date 
 
Network sync.: Time and date will be synchronized after pressing SAVE over the 
internet (The router will dial in to the internet) 
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CCoonnnneecctt iivv ii ttyy  SSeetttt iinnggss  ––  PPhhoonnee  SSeetttt iinnggss::   
  

  
 
 
 
Phone number: Telephone number of the router: only important when it is an ISDN connection: the MSN 
must be included here.  Die MSN (Multiple subscriber Number) is either the dialing number without area 
code or only the extension number.  This is dependent on the setup of the telephone system.  
 
Enable PIN: Enable PIN is only for use with a SIM card in order to log in to the network -> do not enable 
for use with analog or ISDN connections! 
 
PIN 1st: PIN number of the GSM/GPRS SIM card 
 
PIN verify: Re-enter the SIMS PIN number 
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CCoonnnneecctt iivv ii ttyy  SSeetttt iinnggss  ––  IInntteerrnneett  PPPPPP::  
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Internet Service Provider: Choose an ISP in order to enable Call-by-Call option 
 
 

·  GPRS-GSM: default T-Mobile 
·  Analog-ISDN 1: default Arcor 
·  Analog-ISDN 2: default Freenet 
·  Analog-ISDN 3: default T-Online 
·  Analog-ISDN 4: default Schweiz 

 
 
 
Provider number: Telephone number of the ISPs Call-by-Call center (2 seconds for every comma, i.e. 
0,,0625112345) 
 
 
Username: Username for the Call-by-Call Internet access 
 
 
Password: Password for the Call-by-Call Internet access 
 
Re-enter Password: Re-enter the password for the Call-by-Call Internet access 
 
Timeout: Time till the router hangs up on an inactive connection to the Internet 
 
IP reporting mode: After Internet login: DynDNS activated and/or dynamic IP address of the router sent 
per email 
 
Network time sync (additional settings under Services/NTPd) 
 
Time Synchronisation 
 
- Once (RFC868): Time sync one time after online connection 
- NTP (RF1305): permanent time sync after RFC1305 
 
 
Network connection mode: Internet Dial-Up 
- On-Demand: connects only when needed, timeout activ 
- Persistent: permanent online connection (InetWD Service should be activated) 
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CCoonnnneecctt iivv ii ttyy  SSeetttt iinnggss  ––  DDiiaall --IInn  //  CCaall ll   BBaacckk::   
 

 
  
PPP-Dial Dial-In:  ISDN/Analog/GSM-PPP-Dial-In: the router will pick up after the number of rings and will 
build the PPP connection.  Please wait 30 seconds after cutting the connection in order to build another 
connection. 
 
Internet by call/ Ringing function:  Calling the M2M router from any phoneline (don’t wait until the router 
connect the line!) activates the router to log in to the internet.  
 
Port Speed: with bad analog lines (usually overseas) the routers communication speed can be set down 
for more stable phone lines  
 
Dial-In Server/Client IP: IP addresses of the PPP tunnel should be within the same subnet as the 
gateway (M2M router IP address).  Advantage: The router IP address doesn’t have to be inputted in to 
the devices gateway address. 
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PPPPPP--PPrroottooccooll: 

The point to Point-to-Point Protocol  is used to establish dialup connections (i.e. Modem or ISDN).  It 
allows the two way communication of many different network protocols (i.e. IP, IPX, AppleTalk, etc.).  
Seldom is PPP used for static communications, for example the authentication protocol of PAP or CHAP.  
For this type of communication PPPoE or PPTP are used to establish the more permanent connections. 

PPP today is the standard protocol for ISPs, in order for users to log in.  The specifications of PPP are 
such that they are not only designed to support TCP/IP but many others as well. 

 

Configuring Direct Connection to M2M Router over PP P: 

There is one PPP-User on the router is a permanent account with user name pppuser.  This account is 
not displayed in the User Management.  Additional PPP-Users can be added as system user.  
 
PPP-Dial-In:  
    -User name:  pppuser (can not be changed) 
    -Password:  M2MLogin 
    -DFÜ-Client Einstellung:  Windows Standard Einstellungen für DFÜ-Clients übernehmen 
 
Important:  Please make sure that there are no user names registered with the name pppuser in User 
Management.  If there are delete them.
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CCoonnff iigguurraatt iioonn  ooff   CCaall ll --bbyy--CCaall ll   aacccceessss  ffoorr  IISSDDNN  //  AAnnaalloogg  tteelleepphhoonnee  ll iinneess      --GGEERRMMAANNYY--::   
 
No login needed, costs are over the standard telephone bill.  Call costs can be found at the website of 
your provider.  
 

 
ARCOR 
User: arcor-ibc 
Password: internet 
Tel-Nummer: 0192075 
Arcor-DNS: 145.253.2.11 

 
MSN (Microsoft Network) 
User: msn@easysurfer-eco.de 
Password: msn 
Tel-Nummer: 0193670 
MSN-DNS:  Standard DNS verwenden (z.B. Arcor-DNS: 145.253.2.11) 

 
FREENET 
User: gast 
Password: internet 
Tel-Nummer: 019231770 
Freenet-DNS: 62.104.191.241 

 
  
  
  
CCoonnff iigguurraatt iioonn  ooff   CCaall ll --bbyy--CCaall ll   aacccceessss  ffoorr  IISSDDNN  //  AAnnaalloogg  tteelleepphhoonnee  ll iinneess      --WWOORRLLDDWWIIDDEE--::   
No login needed, costs are over the standard telephone bill.  Call costs can be found at the website of 
your provider.  

 
ARCOR 
User: arcor 
Password: internet 
Tel-Nummer: 00493412004937 
Arcor-DNS: 145.253.2.11 

 
 
 
CCoonnff iigguurraatt iioonn  ffoorr  aacccceessss  ttoo  GGPPRRSS  mmooddeemm  ccoonnnneecctt iioonnss  wwii tthh  AAPPNN::   

T-MOBILE T-D1 GPRS settings with standard APN:  
Number or APN: internet.t-d1.de       User: t-d1          Password: t-d1 
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EE--MMaaii ll ::   
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EE--MMaaii ll ::   
  
E-Mail recipient for root: E-Mail address of the system managers, it can also be set to administrator, in 
which case copies of all E-Mails would be sent there. 
 
SMTP-Server: Address of the SMTP server for the sending of E-Mails (supports DNS addresses as well 
as IP addresses). 
 
Rewrite sender address: If enabled rewrites the sender domain for outgoing E-Mails. 
 
Sender domain: Sender domain for outgoing E-Mails. 
 
Encryption: Whether to use SMTP over TLS for outgoing E-Mails. 
 
Use TLS cert.: Whether to use STARTTLS command for TLS connections 
 
Location of TLS certificate: Place and name of the TLS certificate 
 
ESMTP authentication: Whether to use ESTMP Auth for outgoing E-Mails 
 
E-Mail recipient 1-3: E-Mail recipients 1-3  
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II//OO--SSeetttt iinnggss  ––  DDiiggii ttaall   IInnppuutt  PPoorrtt   11//22::   
  

  
  
Port state: If checked the I/O port is monitored for input data 
 
Signal action:  
 

- System reboot: Restart (Softreset)  

- Internet dial-in: Dial in to  the internet 

- Alarm send E-Mail: Sends an E-Mail with 
message text to recipient 1-3 

- Alarm once (high) – send Mail:  Sends an E-Mail 
with message text to recipient 1-3 and system manager after power up the router. The E-Mail is 
send only if Digital Input 1 is high immediately after power-up the router. In normal use Digital Input 
1 can’t be triggered 

- Run user defined script 1/2: Run user defined scripts on Linux. Predefined scripts can be found on 
../user/sbin with name user1.sh and user2.sh Please set user rights to execude on both scripts 
after edit 
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II//OO--SSeetttt iinnggss  ––  DDiiggii ttaall   OOuuttppuutt::   
  

  
  
  

- Port state: If checked the I/O port is used for data output 
 
- Map digital output:   

 
o Digital Input 1 active: With impulse intervals of 10sec, the digital input 1 will be mapped on 

to the digital output. 
 
o Digital Input 2 active: With impulse intervals of 10sec, the digital input 2 will be mapped on 

to the digital output. 
 
o Online: The Online/Offline status is mapped to the digital outputs 

 
- Digital Output Override: manual on and off control of the digital outputs 
 

  
  
  
  
TTeecchhnniiccaall   iinnffoorrmmaatt iioonn  ffoorr  tthhee  ddiiggii ttaall   II//OOss::  
  

--  Digital Input 1 / 2: The digital inputs react to 
fluctuations in current, observation of active 
high signals differences in current 24VCD/ 
min. 5mA  

  
--  Digital Output: Open Collector: delivered 

active 24VDC/ max.100mA  
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FFii rreewwaall ll ::   
  

  
  
The firewall configuration allows the opening and closing of specific services from the internet  to the 
router (arrows left) and from the router to the internet (arrows right. 
 
Three standard profiles are available: 

- Default – Standard, applicable for most uses 
- Custom – Custom profile defined by user, must be set for user configuration 
- Minimum – High security 

 
Commit rules: Commit the changes to the firewall configuration when saving 
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  NNAATT  ((NNeettwwoorrkk  AAddddrreessss  TTrraannssllaatt iioonn))  

 NAT (Network Address Translation) is a network procedure where an IP-Address in a data pack is 
changed in to another.  This is usually done to support private IP addresses on to public networks such 
as the internet.  The ports are also translated in the same sense but through a system called PAT (Port 
Address Translation). 
 
 Use: Basically NAT is a necessity, because pubic IP address are getting fewer and fewer, as well as the 
fact that most computers sit within a private network.  In order for the internal computers to communicate 
with the public internet, the private IP addresses must be translated in to public address.  The private 
address are not reachable from the outside, port scanning and the like cant be done. 
 

CCoonnff iigguurraatt iioonn  
  
The router has the ability to configure the NAT (Network Address Translation). The NAT configuration in 
the router can be configured through a serial connection over SSH.  To bear in mind, the following Ports 
that are listed shouldn’t be changed: 
 
List of unchagable ports 

Dienst/Anwendung  Protokoll  Port  
File Transfer Protocol (FTP) TCP 21 
SSH Remote Login Protocol (ex. pcAnyWhere) UDP 22 
Telnet TCP 23 
Simple Mail Transfer Protocol (SMTP) TCP 25 
Domain Name Server (DNS) UDP 53 
WWW Server (HTTP) 
HTTPS 

TCP 
TCP 

80 
443 

Post Office Protocol ver.3 (POP3) TCP 110 
Network News Transfer Protocol (NNTP) TCP 119 
Point-to-Point Tunnelling Protocol (PPTP) TCP 1723 
pcANYWHEREdata TCP 5631 
pcANYWHEREstat UDP 5632 
WinVNC TCP 5900  
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NNAATT--CCoonnff iigguurraatt iioonn  //  WWEEBB  bbrroowwsseerr::   
  
  
  

  
  
  
Protocol type:  Protocol TCP or UDP 
 
Forwarded Port:  Incoming port 
 
Dest. Address:  IP-Address of device the paket is send to  
 
Dest. Port:   Destination Port 
 
To take affect of the changes the router must be reboot. 
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FFii rreewwaall ll ..ccoonnff::   AAddvvaanncceedd  eeddii tt iinngg,,  uussee  ooff   oowwnn  rr iisskk!!  
NNAATT--CCoonnff iigguurraatt iioonn  //  SShheell ll ::   
  
- the configuration can be found in the folder: /etc/amsel/firewall.conf 
- easy editing is doen with the WinSCP software (http://winscp.net) 
- or login over serial or TCP/IP-SSH  
- input the following commands:  1) sys sh   2) cd /etc/amsel   3) vi firewall.conf 
  
Keyboard commands in editor: (i=insert, r=overwrite, esc, :=consol; x= save quit!=end without saving) dd 
– delete line (not in insert mode) ctrl+L: New screen 
 
 
 
Example configurations, please change the ports, pr otocol and IP addresses should be set to 
your needs.  
 
Data: /etc/amsel/firewall.conf  
  
 
Add the following two lines to the input chain { 
  
chain "input" { 
  accept proto "tcp" from iface $if_inet to port 5631; 
  accept proto "udp" from iface $if_inet to port 5632;  
# wichtig bei Zugriff auf einen Geräte-Webserver (P ort 80)  
  accept proto "tcp" from iface $if_inet to port 80; 
  accept proto "udp" from iface $if_inet to port 80;  
};  
 
chain "output" { 
# services- wichtig bei Zugriff auf einen Geräte-We bserver (Port 80)  
    $http_out proto "tcp" from iface $if_ext to port 80; 
    $http_out proto "udp" from iface $if_ext to port 80; 
   }; 
  
Im Abschnitt "nat" in der "PREROUTING" chain folgen de zwei Zeilen hinzufügen 
PREROUTING {  
  dnat proto "tcp" from iface $if_inet to port 5631 with options { "--to-destination 192.168.1.50:5631" }; 
  dnat proto "udp" from iface $if_inet to port 5632 with options { "--to-destination 192.168.1.50:5632" };  
};  
  
DD--NNAATT  ttoo  PPoorrtt   8800::  
Esit the firewall.conf how described (insert hash sign) 

chain "input" { 

# protocols 
$icmp_in proto "icmp" from iface $if_inet to any; 
$dns_in proto "tcp" from iface $if_inet to port "do main"; 
$dns_in proto "udp" from iface $if_inet to port "do main"; 

# services 
# drop proto "tcp" from iface $if_inet to port "http ";  
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SSeerrvviicceess  --  SSttaattuuss::     
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SSeerrvviicceess    --  DDHHCCPP//DDNNSS  SSeerrvveerr::   
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SSeerrvviicceess    --  DDyynnDDNNSS::  
  

  
  

- DynDNS Service Provider: Choose your provider for the DynDNS server. 
  
- Username: DynDNS account name 

 
- Password: DynDNS password 

 
- Re-enter Password: Verify 

 
- Host alias: DynDNS Hostname 
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DDyynnDDNNSS--FFuunncctt iioonnaall ii ttyy:: 

How Dynamic DNS works 

Once you setup a Dynamic DNS hostname, the hostname you make will point to your new IP. You can 
run an update client to keep this hostname up to date 24x7, so you never lose access, even if your IP 
changes. Where you would normally need a static IP, DynDNS® allows you to save the additional costs of 
upgrading and allows you to use your dynamic IP address. You can run your server or network device 
without a problem with DynDNS®. DynDNS® users have web, email, FTP and any other kind servers you 
can think of. The best part of using Dynamic DNS is you no longer have to keep memorizing your new IP 
address! 

How a Dynamic DNS service affects your server 

Dynamic DNS does not take up any of your server's bandwidth, since no traffic actually goes through 
them. Any user trying to reach your device will send out an initial DNS query to the DNS provider to get 
your IP address then after that the traffic goes directly to you. This means there is no increase in latency, 
nor is there any restriction on how the connection can be used, beyond those placed on you by your ISP. 

Can a Dynamic DNS service replace my static IP? 

In most situations a static IP is not required. The Dynamic DNS service allows your host to be mapped to 
your IP, even when your IP changes. However, there can be some issues depending on your situation, 
some of which are outlined below: 

1) If your IP changes while you are connected to your server, you may lose the connection and will need 
to reconnect. 

2) While most software and hardware will work with a hostname, some older equipment requires an IP 
and will not work with a hostname. In those situations a Dynamic DNS service won't help. 

3) Many email providers block mail from servers that have dynamic IP addresses. To get around this 
issue you would need to use an outbound mail relaying service to allow you to send out mail through their 
servers, such as MailHop Outbound. 

4) Many satellite ISPs place users behind a NAT, which means they do not have a publicly accessible IP; 
unfortunately this prevents them from running any kind of server. 

5) You can not setup Reverse DNS using a dynamic IP, only a static IP. This is because your IP is 
actually owned and controlled by your ISP. In the event you need Reverse DNS to send mail you should 
upgrade to a static IP address or send mail using a SMTP smart host, such as MailHop Outbound. 
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SSeerrvviicceess    --  IInneettwwdd::  
  

  
  
TThhee  iinntteerrnneett  wwaattcchhddoogg  cchheecckkss  ppeerriiooddeecciiaallllyy  vviiaa  ppiinngg  ((iiccmmpp))  pprroottooccoollll  tthhee  ccoorrrreecctt  aacccceessss  ttoo  aann  iipp  aaddddrreessss  
oorr  hhoosstt  nnaammee  oonn  tthhee  iinntteerrnneett  oorr  iinnttrraanneett..  IIff  tthhee  iipp  aaddddrreessss  iiss  nnoott  rreeaacchhaabbllee  tthhee  rroouutteerr  wwiillll  bbee  rreessttaarrtt..  
  
IImmppoorrttaanntt::  tthhiiss  ffuunnccttiioonn  wwiillll  ccaauussee  ttrraaffffiicc  aallssoo  iiff  tthheerree  iiss  nnoo  ootthheerr  ccoommmmuunniiccaattiioonn  oovveerr  tthhee  rroouutteerr  
 
 
Destination host: IP-Adress or host name - Layout: www.name.endung 
 
Maximum retries: Number of  ping trials before router restart 
 
Interval: Interval in seconds für ping request  
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SSeerrvviicceess  ––  NNTTPPdd  TTiimmeesseerrvveerr::   
  

  
  
PPrroottooccooll ll   ooff   tthhee  tt iimmeesseerrvveerr  iiss  NNTTPP  RRFFCC11330055..  
  
NTP Timeserver 1/2: IP adress or hostname. Timeserver 2 is automatically used if connection to 
timeserver 1 failed. 
 
Listen on internal IP address: Activate the NTP Server Mode for the local network. Any ip device can 
update their time over the router via NTP. 
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SSeerrvviicceess    --  PPrrooxxyy::   
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SSeerrvviicceess    --  SSeerr22TTCCPP::  
  

  
  
TThhee  SSeerr22TTCCPP  SSeerrvviiccee  iiss  aabbllee  ttoo  ssttrreeaamm  ddaattaa  ffrroomm  tthhee  sseerriiaall  RRSS223322  RRoouutteerr  iinntteerrffaaccee  ttoo  aannyy  iipp  bbaasseedd  
ddeevviiccee  oovveerr  tthhee  eetthheerrnneett  nneettwwoorrkk..  FFuurrtthheerr  aaddmmiinniissttrraattiioonn  uunnddeerr  LLiinnuuxx  OOSS  iiss  nneeeeddeedd..  PPlleeaassee  ccoonnttaacctt  HHYY--
LLIINNEE  tteecchhnniiccaall  ssuuppppoorrtt  ffoorr  aassssiissttaannccee..  
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SSeerrvviicceess    --  SSNNMMPP::  
  

  
  
Pleae contact HY-LINE technical support to receive the MIB (Management Information Base). 
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SSeerrvviicceess    --  SSSSHHdd::  
 

 
  
Menu for the configuration for access to the router over SSH (Secure Shell TCP/IP Terminal) 

Secure Shell – secured communication over unsecured  networks : Secure Shell (SSH) is a program 
that allows the communication of computers over unsecured networks through a secure means.  It closes 
many security risks, this is done through the encryption of data.  
 
Access to the router through SSH-Secure Shell (TCP/ IP): 
 
Windows Editor, for example: Winscp 
 
login: root   password:  can be set under User Management 
Settings SSH (TCP/IP):  Host-Name or IP-Address: Router-IP       Port: 22 
 
Note:  First time power-up (after firmware update) the router initializes his SSH-Keys. This process takes 
about 15 minutes after that the router will be reachable through SSH.
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SSeerrvviicceess    --  SSyyssllooggdd::  
  

  
  
  
The menu for the configuration of the log files size, number of logs and remote logins. 
  
  
  
  
SSeerrvviicceess    --  FFTTPP--SSeerrvveerr::   
  

·  approx.. 3MB Flash-Memory (persistent, root directory) 
·  approx. 8MB RAM-Memory ( ..\tmp) 
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VVPPNN::  

A Virtual Private Network  (VPN) is a computer network that communicates private data through a big 
open network such as the internet.  Members of the VPN that are logged in can exchange data as if they 
were part of a private LAN.  The meaning private implies that the connection is established much like a 
local LAN but does not imply that the connection is encrypted.  A tunnel is established between Client 
and Server, this connection is the tunnel but VPN tunnels do not have to be encrypted. 

Secure VPNs  use cryptographic tunneling protocols to provide the intended confidentiality (blocking 
snooping and thus Packet sniffing), sender authentication (blocking identity spoofing), and message 
integrity (blocking message alteration) to achieve privacy. When properly chosen, implemented, and 
used, such techniques can provide secure communications over unsecured networks. This has been the 
usually intended purpose for VPN for some years. 

Because such choice, implementation, and use are not  trivial, there are many insecure VPN schemes 
available on the market. 

Secure VPN technologies may also be used to enhance security as a "security overlay" within dedicated 
networking infrastructures. 

Secure VPN protocols includud in the M2M Router are following: 

·  IPsec (IP security) - commonly used over IPv4, and an obligatory part of IPv6.  

·  PPTP (point-to-point tunneling protocol), developed jointly by a number of companies, including 

Microsoft.  
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VVPPNN  --  SSeerrvviicceess::   
 

 
 
 

- Use IPsec damon: Enables IPSec server when connected to the internet 
 
- Use PPTP daemon: Enables PPTP server when connected to the internet 

 
- Use PPTP client: Enables PPTP clien when connected to the internet 
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VVPPNN  ––  PPPPTTPP  SSeerrvveerr  CCoonnff iigguurraatt iioonn::  
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VVPPNN  ––  PPPPTTPP  CCll iieenntt  CCoonnff iigguurraatt iioonn::  
 

 
 
 
Server address: IP-adress or host name of VPN-PPTP server 
  
User name: vpn pptp user name, add/edit  in ..\Advanced\user management 
 
Enable network mode: activate routing to remote network (server subnet)  
  
Network address: network ip range on server side (for routing), syntax: xxx.xxx.xxx.0 
  
Route netmask: subnet for routing, syntax: 255.255.255.0 
  
set route manuell on linux shell: -sys sh  -ip route add 192.168.3/24 add ppp1 
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VVPPNN  ––IIPPsseecc  SSeerrvveerr  CCoonnff iigguurraatt iioonn::  
  
VPN-ipsec Preshared Key  
 
Network example: 

 
Server room 
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Remote Network (HY-LINE Router)  
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ipsec PHASE 1 PARAMETER (management connection) 
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ipsec PHASE 2 PARAMETER (data connection) 
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ipsec activate: 
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ipsec configuration: 

 

 
 

·  Keep not used values in the default settings (e.g. identifier value, type, etc)  
·  ipsec algorithmen (encryption/authentication) fill in manually, pay attention to syntax  
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ipsec Policies (Routing):  
 
RECHENZENTRUM 
Router-IP WAN: 201.202.203.204 
Netz         : 192.168.180.0/24 
               255.255.255.0 
 

Remote Netz (HY-LINE Router)  
Router-IP WAN: dynamisch 
Router-IP LAN: 192.168.3.254 
Netz         : 192.168.3.0/24 
               255.255.255.0 

 
 
Hier müssen im HY-LINE Router 2 Routen konfiguriert werden, eine für ausgehenden Traffic (out) und eine 
für eingehenden Traffic (in). 
 
 
ipsec Policies OUT: 
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ipsec Policies IN: 
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ipsec Policies summary: 
 

 
 
 
 
Add user:  
 
Menu ..\Advanced\User Management : 
 
 
User subsystem:  VPN ipsec user 
 
Username:  public IP-address (WAN) of Server room  
 
Passwort:  preshared key 
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VPN-ipsec certificate connections  
 
Base settings: see VPN with preshared Keys. 
 
The HY-LINE router is based on x.509 certificates. The router uses 2 files: the certifacate file with extension .crt 
and the private key file with extension: e.g. p12 for pkcs 12 Files. For x.509 certificates in one file you have to split it into 
two files. For example with the software: XCA . IMPORTANT: The Private Key File mus’t notbe protected by a 
password. (remove with OpenSSL). 
 

 
 
 
 
Use the software XCA to split the certificate in tw o files( http://xca.hohnstaedt.de/?page_id=3 ) 
 
 
Remove password in the Public Key File with OpenSSL  (http://www.openssl.org/ ): 
 
Start OpenSSL prompt 
 
Check if password protected, you won’t see any info rmation: 
pkcs12 -in Name_des_Zertifikats.p12 -info 
 
Clear passwort in the private Key File: 
pkcs12 -in Name_des_Zertifikats.p12 -info -nodes -nocerts -out Name_des_Zertifikats _neu.pem  
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  SSeerrvviicceess    --  WWeebbsseerrvveerr::   
  

  
  
  
The menu for the configuration of access to the router over SSH (Secure Shell TCP/IP). 
 
How to reach the M2M router if the SSL-Access (HTTPS) is de-activated: 
 
 
Example:  Listen Port 443, SSL turned off: 
 
http://IP-Adresse-des-router:443/amcgi.cgi 
 
 
Example:  Listen Port 789, SSL turned off: 
 
http://IP-Adresse-des-router:789/amcgi.cgi 
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AAddvvaanncceedd  --  SSyysstteemm::  
  

 
 
System management:  

 
Reboot system: Router reset (Softreset) 

 
Halt system: router will cease all activity, no functions are possible, only through restart is will the router 
work again (Hard reset). 
  
System configuration management:  

 
Download: loads the current configuration of the router in to a file (system.conf) �  configuration file must 
be from same firmware version 
Upload: uploads a system.conf file in to the router and then restart. 

 
Important notice: The upload and download works error free with a Mozilla Firefox Internet Browser, 
Safarie browser or Microsoft Internet Explorer Version 7.x and higher. 
 
Incremental Update Support:Upload incremental updat es.  Provide by HY-LINE Tech support. 
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AAddvvaanncceedd  --  LLooggggiinngg::  
  
  

  
 
 
Logging: The system log will show details about the routers functions, e.g. dial in the interrnet, sending 
mails, using DynDNS, etc. 
  
EExxaammppllee  ooff   llooggff ii llee::   
  

  
  
0099::5555::4466::  IInntteerrnneett  ddiiaall--uupp  uunndd  ppuubblliicc  iipp  aaddddrreessss::  8800..118877..1166..111155  
  
0099::5555::5500::  DDyynnDDNNSS  AAlliiaass  nnaammee  uuppddaattee    
  
0099::5555::5533::  EE--MMaaiill  sseenndd  ((iipp--aaddrreessss))  
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AAddvvaanncceedd  --  UUsseerr  MMaannaaggeemmeenntt::   
  

 
 

User Management can add, change and remove users from the router. 
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TTeecchhnniiccaall   ssppeeccii ff iiccaatt iioonn  
  
 
Function 

 
M2M Industrial router with free modem choice, VPN and Firewall for easy, secure 
and worldwide access to machines and facilities. 

 
VPN 

 
Virtual Private Network, Protocol: IPSec (Pre-Shared Key / X.509 Zertificates); PPTP 
(PAP, CHAP, MS-CHAP V2) 

 
PPP 

 
Point to Point Protokoll, analog, ISDN and GSM-Modems support,  
PPP-Call-back functionality 

 
Firewall 

 
Packet-Filter, NAT, Port Forwarding 

 
Services 

 
DynDNS, DHCP/DNS Server, Proxy, SNMP, NTP Timeserver, FTP 

 
Konfiguration / Management 

 
HTML-Webserver, SSH, Seriell 

 
Alarm management 

 
E-Mail, SMS, over digital inputs triggerable 

 
Digital Inputs 

 
2x 5-30 VDC/VAC, current  min. 5mA 

 
Digital Output 

 
1x 24VDC / max. 100mA, short circuit proof 

 
Interfaces 

 
Ethernet RJ45,  10/100 Mbit/s; RS232-DSUB-9, analog RJ 11, ISDN RJ 45 

 
Status LEDs 

 
Run, Network, Online, Digital I/Os 

 
Environment 

 
GSM/GPRS: Running -20°C bis +70°C; Humidity: 0-95%,  not condensing 
Analog/ISDN: Running 0°C bis +70°C; Humidity: 0-95% , not condensing 

 
Modems 

 
Analog 56 Kbit/s, ISDN 64 KBit/s (Euro-ISDN), GSM/GPRS Quadband 

 
Power 

 
12-30VDC; power consumption: 6 Watt max. 

 
Approvals 

 
CE, EMV EN61000-4-3, EN61000-4-2, ENV50204, ENV55022-B 

 
Dimension 

 
120 x 101 x 35 mm, approx. 250g, DIN rail mount, IP 20 
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TTeecchhnniiccaall   ssppeeccii ff iiccaatt iioonn::       RRoouutteerr  wwii tthh  iinntteerrnnaall   44--ppoorrtt   sswwii ttcchh  
  
Specification like standard router, with following changings/add-ons: 
 
 
Ethernet-Port 

 
Integrated 4-port 10/100 Mbit/s Base-T Ethernet RJ45 Switch in router front panel 
Auto Negotiation, Auto Crossing, Auto Polarity 
Status-LEDs: Function, Link, Speed 
Isolation: 1000VAC Ethernet and  power supply  
IEEE 802.3 (CSMA/CD), IEEE 802.3ux (Fast Ethernet, Full Duplex Mode) 

 
Power Supply 

 
12-30VDC, power consumption: 11 Watt max. (450mA@24VDC) 

 
Zulassungen 

 
CE, EMV EN61000-4-3, EN61000-4-2, ENV50204, EN55022-B 

 
Gehäuse 

 
120 x 101 x 60 mm, approx. 450g,  plastic DIN rail mount IP 20 

 
Specials 

 
Original RJ45-Port without function 
 

 
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  

HY-LINE Router with 4-port switch 
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DDiimmeennssiioonn  

Din rial mount case -  DIN (EN 60715) 

Router with 4-port switch width: 60mm (compared to 35mm standard router) 

 

  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
  
  
  
  
  



HY-LINE truecon Router  Handbuch                                                                                                                                                                     Seite   53 

 

HY-LINE Systems GmbH           Inselkammerstr. 10          82008 Unterhaching            systems(at)hy-line.de          www.hy-line.de/systems 

 

53 

OOppeenniinngg  tthhee  ddeevviiccee  ++  mmooddeemm  eexxcchhaannggee  
  
In order to open the case, take out the red top hat rail clip, afterwards carfuly pull appart the housing 
while pushing the clips firmly that hold the housing together (found at each corner of the shell). 
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Modem + Processorboard installation: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

-> HY-LINE Router circuit board 
 
 
 
 
 
 
 
 
Pos 1: circuit board 
 
Pos 2: socket modem 
 
Pos 3: processorboard 
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Detailed schematic of hole plug for Analog / ISDN –  Router 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

         Cap for Analog / ISDN – Router  
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
              Case for Analog / ISDN – Router  
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Technical information   
 
Analog modem country code settings 
 
- Log on to the Router via  SSH or seriell: 
  
- Type in following commands (case sensitive) 
 
sys sh 
 
svactivate stop mgetty-s0 
 
svactivate stop pppd 
 
microcom /dev/ttyS0 
 
at+gci=42 (=Germany for example)  
 
at&w 
 
 
check country code: 
 
at+gci?  
 
 
- please reboot Router 
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Software-Reset to factory defaults  
(available on Router hardware newer January 2009) 
 
1. Turn off router from power supply 
 
2. Set umper 1 to ON position (Jumper 1 is located on the router side inside the case) 
 
3. Turn ON router, reset is finished after 2 minutes when the leds starts flashing permanently 
 
4. Turn off router from power supply 
 
5. Set jumper 1 to OFF position 
 
6. Reset is finished 
 
 
 


